Regulatory power has become fractured. Its assertion both by public and private bodies is well known. Less 
elaborated through the techniques of its own power. The attention lavished on surveillance in its many forms evidences the ways in which law, in a sense, is now expressed through different forms.

Introduction
This article interrogates one critical aspect of complexity and fracture in regulatory power.
1 Specifically, it focuses on surveillance 2 as a regulatory mechanism.
3 I will explore some of the complexities of this regulatory mechanism in emerging governance systems in which private entities are engaged in sovereign functions and public entities participate in the market. The thesis of this article is fairly straightforward: surveillance represents a complex of assumptions and objectives beyond mere information gathering or observation. Surveillance serves both instrumental and substantive purposes that affect the power relationships among states, economic entities, and individuals. 4 It is both technique and the reification , 1999) (exploring the thesis that "bureaucratic control is giving way to a qualitatively different regime of control based on a contrasting trajectory and logic of regulative ordering in which intensive, but remote and dispersed, scanning of organizational behavior and its 'normalizing' effects are the key features.").
2. See, e.g., James R. Beniger, The Control Revolution: Technological and Economic Origins of the Information Society 6-27 (1986) (looking to the late 19 th century as the time in which the technologies of control were developed sufficiently to support the development of the modern social order in which governance, management and control increasingly conflated private and public life).
3. Much legal academic discourse has focused on surveillance as it affects privacy rights. In this sense, surveillance is understood solely as technique, technique with an important though incidental effect on the object of legal analysis-"privacy" or "rights." See, e.g., Priscilla M. Regan, Legislating Privacy: Technology, Social Values and Public Policy 1-24 (1995). The further development of this useful discourse is not undertaken in this article.
4. In the context of traditional analysis-the monitoring of individual behavior, "surveillance today sorts people into categories, assigning worth or risk, in ways that have real effects on their life-chances. Deep discrimination occurs, thus making surveillance not merely not a matter of of norms that shape the specific character of the gaze. 5 Surveillance is both ministerial-the gathering of information-and administrative-the elaboration of judgments of the importance of the actions or individuals observed. Surveillance is also a function of its techniques. 6 The technologies of surveillance suggest the limits of the gaze and the scope of control through visibility. While virtually everything can be monitored, power (and the limits of power) is a function of control over the way power is understood, gathered, and used. Moreover, the power to decide what parts of monitored activity may be revealed, extracted, analyzed, judged, and relied on has important consequences, consequences that themselves are the subject of further surveillance. 7 Surveillance is one of the critical mechanisms of this expansion of private power into what had been an exclusively public sphere. Increasingly, public bodies are requiring, or permitting, private entities to monitor and report on the conduct and activities of a host of actors. It increasingly serves public bodies as a substitute for lawmaking. Surveillance is a flexible engine. It can be used to decide what sorts of facts constitute information, to determine what sorts of information ought to be privileged and which do not matter, to gather that information, to empower people or entities to gather information, and to act on the information gathered. In its domestic form it can be used to assign authority over certain types of information to private enterprises and then hold those enterprises to account on the basis of the information gathered. 8 In its transnational form it can be used to construct a set of privileged information that can be gathered and distributed voluntarily by private entities on the basis of systems created and maintained by personal privacy but of social justice." David Lyon, Introduction to Surveillance as Social Sorting: Privacy, Risk and Digital Discrimination 1-9 (David Lyon ed., 2002).
5. It affects not only the relationship among institutions, public and private, that is the subject of this article, but the power dynamics of individual relationships as well. See Jeffrey Rosen, The Unwanted Gaze: The Destruction of Privacy in America 90-127 (2000) (describing the conflation of public and private in the context of a sexual harassment suit involving the magazine Spin).
6. See Michel Foucault, Security, Territory, and Population, in Michel Foucault, Ethics: Subjectivity and Truth 67-71 (Paul Rabinow ed., 1997); see also infra Part IV.
7. See, for example, the essays in Technology and Privacy: The New Landscape (Philip E. Agre & Marc Rotenberg eds., 1998) (exploring the current state of technology based privacy issues). "At the beginning of the twenty-first century, new technologies of communication have increased the danger that intimate personal information originally disclosed to friends and colleagues may be exposed to-and misinterpreted by-a less understanding audience." Rosen, supra note 5, at 7. The relationship between technology and surveillance, between technique and object, informs a large part of this essay. international public or private organizations as an alternative to formal regulation and to provide a means of harmonizing behavior without law. 9 Surveillance in its various forms provides a unifying technique with which governance can be effectuated across the boundaries of power fractures without challenging formal regulatory power or its limits. It avoids the barrier between the public and private spheres; it substantially increases the regulatory palette of states without the complications of the usual limitations of public formal lawmaking-especially those of accountability and transparency.
The consequences of surveillance, particularly those consequences on the shape of governance, are to a great extent a function of the character of the surveillance power elaborated. 10 The principal effects will tend to promote a further convergence of public and private regulatory power. 11 This convergence arises from a fracturing of traditional divisions of power. 12 A sovereign is said to lose its character as such when it "acts, not as regulator of a market, but in the manner of 9 . See The United Nations Global Compact, What is the Global Compact, http://www.unglobal compact.org/AboutTheGC/index.html.
10. The range of public and private surveillance even on individuals provides a descriptor of the range of surveillance as technique and its object as regulator of behavior:
You are under surveillance. Not many years ago, this statement could not have been made in a generalized form to an unknown addressee. Today, assuming that you are an urban dweller in a developed country, to be 'under surveillance' is a general condition. Cameras watch over you as you journey to work, registering your number plates or recording your behaviour on the underground train platform. Your image is recorded by every ATM you use, in almost every convenience store you enter, and many times on virtually every street you walk along. Vast commercial data banks assess your shopping habits and your credit history. Intergovernmental networks analyse your phone conversations, searching for key words as indicators of subversion. Your boss is probably recording you too. Your neighbours can now buy satellite pictures of your back yard. In New York, even the police dogs carry cameras. 'You are under surveillance' is no longer an announcement made to a selected individual-it is a description of our culture. John E. McGrath, Loving Big Brother: Performance, Privacy, and Surveillance Space 19 (2004)(footnotes omitted).
11. There is a substratum of classical totalitarian theory about this rush toward surveillance. Totalitarianism can be understood as grounded in a basic conflation of the individual and her network of social relations in "a substantive identity between collective and individual interests." A. James Gregor, The Ideology of Fascism: The Rationale of Totalitarianism 339 (1969) ("Apart from social relations there is strictly speaking no individuality, no personality, no humanity."). The irony, of course, is that the most successful application of the totalitarian aspects of surveillance culture might well be the states whose self-identification is grounded in a rejection of the totalitarianism, the techniques of which it has been increasingly deploying.
12. But, as Ralf Michaels and Nils Jansen caution us, this area is conceptually fraught with uncertainty. Even the basic understanding of core terms has a certain fluidity that complicates discus- a private player within it." 13 The reciprocal principle has not been accepted de jure; a private actor is not said to lose its character as a private actor when it acts in the manner of a sovereign. Still, private players now are required to play the role of regulator and have sought that role for themselves de facto.
14 And, increasingly, public bodies are requiring, or permitting, private entities to monitor and report on the conduct and activities of a host of actors. 15 Surveillance, then, functions as more than a descriptor of methodology. Surveillance is a new form of lawmaking through which the old boundaries between the public and private, national and transnational, are made irrelevant. The construction of complex systems of conscious and permanent visibility, as both normative systems and bundles of specific techniques, affects the power relationships among states, economic entities, and individuals. It represents modalities of fractures and complications in assertions of regulatory power, replicating its forms and effects throughout society. 16 Its privatization tends to complicate the distinction between private and public institutions and between assertions of private (market or personal welfare maximizing) and public (regulatory or stakeholder welfare maximization). Surveillance cuts across borders-it embodies the techniques and sensibilities of an essentially transnational response to problems of governance. 17 To understand the complexities and vectors of surveillance is to grasp the shape of converging public/private governance in this century. 13 . Argentina v. Weltover, 504 U.S. 607, 614 (1992). 14. See Offe, supra note 1, at 11-12 ("The idea that order can be achieved via the separation of the spheres of economy and politics . . . is today in both normative, and . . . in descriptive terms, to be banished to the realm of utopian or ideological delusion."). Still, this conflation, and the resulting sharing and movement of power between public and private institutions, troubles some. The trouble is not the use of technology to ramp up the use of surveillance for assertions of public power against individuals, it is the sharing of those techniques and its use by private powers for their own benefit. See Amitai Etzioni, To that end, this article first suggests an approach to the unbundling of the normative and methodological assumptions of surveillance. That approach can be usefully divided into four aspects: (1) normative, (2) informatics, (3) control, and (4) governance. Each of these aspects of surveillance is then developed in turn. The focus is on the development of an understanding of the mechanical, symbolic, and regulatory functions of surveillance in a context in which these functions tend to leak power between private and public regulatory institutions. This article concludes with an elaboration of the regulatory consequences of the manipulation of these aspects of surveillance. These manipulations are felt as gouvernmentalité, a linking of governance with the techniques of its power.
18 It serves as a bridge between surveillance as technique and the systemic replication of private desire in collective action. Surveillance has morphed from an incident of governance to the basis of governance itself.
I. Unbundling Surveillance
It is not unusual, when people examine issues of governance-whether public or private-to approach the analysis in a way that embraces the value judgments inherent in the normative assumptions and parallels the foundational model of governance of the political community to which they belong. Academics, especially, practice this mode of seeing the world, often to a fault.
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In the West, that usually translates into a fixation, of sorts, on the executive, legislative, or judicial function. Division of government along these functional lines is old within Western political tradition. It underlies the construction of the apparatus of governance in the United States and most states in Europe. It has become a basic form of governmental organization on a global scale. Even transnational organizations are conceived, and the value of their institutional forms is debated, on the basis of these functional categories. normative framework that is bounded by efficiency concerns and fear of tyranny. 21 Efficiency concerns are usually expressed in terms of separation of powers analysis. 22 Fear of tyranny is usually expressed using the imagery of "checks and balances." Americans have been increasingly interested in separation of powers jurisprudence. The jurisprudence of assertions of functionally differentiated power 23 is an important aspect of American governance in the last half of the twentieth century. And it has tended to inform attitudes toward a mechanics of that expression of power in surveillance. 24 Checks and balances, on the other hand, at first blush suggest an inefficiency of sorts. It erects blocks on the efficient use of functionally differentiated power. Thus, the executive may not enter into treaties without the advice and consent of the Senate. 25 Nor can the legislature pass an act without the approval of the executive or by the consent of an overwhelming majority of its members. 26 Yet, checks and balances also speak to efficiency concerns; not to the efficient deployment of partial governance power (executive, legislative, or judicial), but to the efficient deployment of legitimate governance. 27 Checks and balances are sometimes thought to be viewed as less compelling than the efficient expression of particularized and functionally differentiated power in the executive, legislative, or judicial organs. The tensions among separation of powers and checks and balances-that is, between efficiency concerns in governance and fear of tyranny in the assertions 21 Thus bounded, the system is expressed in both formal systems and positive law making. These formal systems are constituted as an autonomous apparatus, institutions vested with the authority to exercise power on behalf of stakeholders who constitute the governance community, yet separate from these stakeholders.
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Positive law making is generalized under the rubric-"rule of law."
30 It serves as the mechanics of expressions of autonomous institutional power deployed on behalf of the governed by institutions with power over, but autonomous and distinct from, the governed. 31 Governance is consequently limited to the juridico-legal mechanics through which it finds expression in acts of the sovereign or its corporatist delegee. 32 It becomes its means of expression (law) and its physical manifestation (government), as a juridical technique through which all else is subsumed.
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This provides the conceptual filter through which everything else is understood.
Taken together, then, governance is filtered through an ideological lens that understands power as residing in a functionally differentiated and autonomous institutional system that is expressed in positive law and optimally operational 28. Thus, for example, the applicability of both concepts has informed discussions about reforming the organization of the United Nations. See, e.g., C.L. Lim, The Great Power Balance, the United Nations and What the Framers Intended: In Partial Response to Hans Köchler, 6 Chinese J. Int'l L. 307, 319 (2007) ("Yet we cannot have it both ways. There is a tension between efficiency and having checks and balances. We cannot say the Council cannot act, and at the same time say there are no checks. The question has not to do with the absence of either but in the tension between them where these two aims must both be fulfilled, in the scheme of the Framers, in ensuring the proper functioning of the Council.").
29. The constitution of "government" has been at the center of the problem of assertion of a regularized and institutional power not only in traditional political communities, in which such constitutions were formalized in a written instrument, but also in Marxist Leninist states, economic communities and supra-national communities. when it operates efficiently. This approach is understood as quite reasonable and necessary. It forms the essence of the expression and construction of the regulatory power of states (as sovereign political entities) and corporations (as sovereign economic entities). It also suggests the quality of the relationship between entity, whether public or private, and their respective stakeholders. In the case of public entities, the core stakeholders are citizens and residents. In the case of private entities, stakeholders are security holders. In both cases, of course, there is a substantial debate about the extent of stakeholders entitled to participation.
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But, other regulatory functions-for a long time lurking in the background as incidental or secondary-have surged forward from humble beginnings in revolutionary France and then Russia, to move more center stage from the late twentieth century. In a sense, this movement evidences the transformation of those aspects of governance, i.e., the ways in which governance is actually implemented to assume its form that is the substance of regulation itself. 35 The techniques of governance have moved from secondary to primary organizing forces within governance organizations. "That is, technological artifacts have politics." 36 They also have regulatory effect. The traditional forms of governance (through law) now serve to hide the realities of technique as governance. This technique is supported by its own governance ideology distinct from that of traditional governance.
37 "Shielded by the conviction that technology is neutral and tool-like, a whole new order is built-piecemeal, step by step, with the parts and pieces linked together in novel ways-without the slightest public awareness or opportunity to dispute the character of the changes underway."
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Among the more important of the governance functions-affecting both public and private governance systems-is that of surveillance.
39 By surveillance I mean to 34. In the case of public entities, for example, the question of the role of undocumented workers has grown in importance. In the case of private companies, the role of non-shareholder stakeholders has become central to the issue of corporate governance.
35. Drawing on the work of Landon Winner, Virginia Eubanks reminds us that the means or "technics" of governance are not limited to those devices through which governance is physically effectuated. But it also includes "the activities-skills, methods, procedures and routines, or techniques-and varieties of social organizations: factories, workshops, bureaucracies, armies and research and development teams. 39. The sort of surveillance that is the object of this article is not a specific technique of observation or monitoring, but rather the aggregation of the techniques through which the actions of people and invoke the French overtones of the term, to suggest that surveillance is a function of "watching over." But watching over can be understood both as technique (how one watches, what one watches), and as a normative system of watching (the assumptions and justifications for watching and its production of a system of watching). Surveillance, when understood as transparency, has two aspects: internal (direct stakeholders involved in governance) and external (all communities that might be affected). In the former sense, it can be understood as the classical forms of monitoring that have served as the foundation of legal constructs like the duty of care in American corporate law. 40 In the latter sense, it ranges from the observation of human activity for the protection of the state, to the observation of human activity for economic exploitation. 41 Surveillance can be said to embrace two principles. First, it embraces a passive (openness) principle. It serves as a record keeper. Surveillance is an aggregate of techniques for the preservation of the current as it moves into the past. It serves as a means, made possible by increasingly effective technologies of recording and preservation, to allow the replaying of the past in the future. This principle embraces the idea of potentiality-the institutional gaze. 42 It is useful for recreation of events that, projected into the future, indicate action that might be subject to discipline. It extends the time and space for the determination of that disciplining function. 43 The past, now routinely projected into the present, remains available through recreation, to extract consequences in the future. Yet, it does little more than look-and record-rather than invoke a mechanics of physical coercion. 44 institutions are made transparent and observable, and on that basis subject to construction or reconstruction on the basis of the data collected applied against the normative framework from which the desire to observe arises. 45 Surveillance in this active mode describes a power principle that may project power in multiple directions. It shapes physical and symbolic space. 46 But, to the extent it becomes naturalized, that is, ubiquitous in everyday human or institutional behavior, the objects of surveillance may be the agents through which the active principle of surveillance is realized. 47 In some or all of these aspects, surveillance is sometimes characterized as essential to democratic governance. It is said to further accountability. 48 It reduces corruption/disloyalty. 49 And it serves to promote solidarity among stakeholders, promoting management and conflict resolution. 50 It can also serve to divide, at least in its traditional forms. 51 In a global order organized as a simple state cen- 8-11 (2000) . Westin explains that "In the politics of privacy, the battle is for the hearts and minds of the Privacy Pragmatists. If most of them feel their personal information is being used fairly and properly by businesses, especially online, they join the Privacy Unconcerned to make up tered system, territorially bounded and grounded in purely public lawmaking, this relation between transparency and democratic processes can be essentially correct. But in a global order moving toward a multi-centered, transnational, public-private governance framework, this relationship may become more complex. My purpose, then, is to tease out some of the possible complexities of surveillance within the emerging multi-jurisdictional system of global law, and the emerging relationship between surveillance and democratic governance. I then relate both complexity and relationship to emerging public and private governance systems.
Surveillance in our time is being transformed from a general and undifferentiated technique of governance to the active embodiment of governance itself. Surveillance is both the repository of governance norms and the discipline of those norms within any regulatory system. Surveillance is thus a bundle of assumptions, factors, assessments, and actions incarnated on the bodies of the regulated. Surveillance in its modern form represents another step in the perfection of social panopticism, of the creation of systems of social order that are self-regulating and internalized among those regulated. It represents a shifting of coercive power from the external-the state, the police, and the institution to the internal-the individual and the private. As Michel Foucault famously characterized it in another context:
Hence the major effect of the Panopticon: to induce in the inmate a state of conscious and permanent visibility that assures the automatic functioning of power. So to arrange things that the surveillance is permanent in its effects, even if it is discontinuous in its action; that the perfection of power should tend to render its actual exercise unnecessary; that this architectural apparatus should be a machine for creating and sustaining a power relation independent of the person who exercises it; in short, that the inmates should be caught up in a power situation of which they are themselves the bearers.
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Thus understood, surveillance becomes self-regarding, the gaze that looks on itself as its own reality. 53 rity are intimately intertwined with institutions, ideologies, and a long history of inequality. . . . From this standpoint, one can begin to ask the kinds of questions worth asking and answering-questions about power." 54 As normative technique, surveillance provides the framework for its mutability, representing a complex cluster of sub-operations whose application can substantially affect the character of the relationship between governed and governing. Surveillance surpasses its technique. This affects all aspects of governance, from formal political governance-like the regulation of American public corporations 55 -to social governance systems-like the rankings of American law schools. 56 The gaze defines and regulates all that it sees.
57 As a normative framework, surveillance is the expression of the behavior rules of the community for whose benefit it is applied. It is a Logos made manifest among the community of believers. 58 And there may be as many manifestations of the face of divine order as there are communities in a global system made up of multiple communities.
One way to understand surveillance in its governance role is to unbundle the assumptions, objectives, and actions inherent in the term. One useful framework might be to divide surveillance into four principal components, which together comprise what is commonly understood by the term: (1) normative, (2) informatics, (3) control, and (4) governance. I will discuss each in turn. I will then suggest the ways in which changes in the application or construction of each has both substantive and implementary effect. Furthermore, I will propose ways in which surveillance, now conceived as an aggregate of its components, has regulatory effect. The specific nature of those regulatory effects will also be explored. This article ends with an application of the model in a public and a private context. 
II. Normative Context: The Foundations of Surveillance
Surveillance, in its normative context, provides the boundaries within which surveillance is comprehended. Normativity, here, suggests both passive and active elements. Norms act on surveillance in its construction as technique. Surveillance is the application of norms both in the construction of the gaze (how are objects observed/recorded) and in the focus of the observation (what is observed/recorded). It is at this level that modern surveillance and the social order in which it is embedded most intimately interact.
The normative aspect of surveillance, thus, can be understood as the product of two definitional categories: substantive and implementation surveillance normativity. Substantive surveillance normativity suggests overarching behavioral constraints. The sources, character, and limitations of these constraints are wellknown. They comprise the morals and ethics of religious, cultural, ethnic, political, and economic systems. And they are sometimes recognized by and normalized within legal systems at the local, municipal, or international levels. Implementation surveillance normativity suggests the normative assumptions shaping approaches to the act of surveillance itself. The focus in this respect is on the nature, character, and scope of appropriate surveillance, and the relationship of the community to monitoring actually undertaken. The normative aspect of implementation is well understood-in the United States it is permissible to seek information about marriage but normatively unacceptable to acquire that information by posting agents of the state in the bedrooms of married couples.
A. Substantive Surveillance Normativity
Many behavioral rules and outlooks converge at a high level of generality but tend to diverge in their details. Both German and U.S. political systems value human dignity. But the meanings of human dignity, as a theoretical construct and as applied, vary widely between the United States and Germany. In the German system, human dignity is a concept that forms the foundation of the black letter of the Basic Law. 59 In the United States, that notion has been teased out of the federal constitution in a more contextual stream of analysis-for example, 59 . Grundgesetz für die Bundesrepublik Deutschland [GG][Basic Law] art. 1. touching on criminal punishment 60 or abortion. 61 As a result, social tolerance of surveillance, in both form and use, will differ from society to society and even vary among ostensibly similar societies.
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Surveillance systems that ignore or violate substantive norms lose either legitimacy or authority. Such violations expose the system as alien and unnatural, subjecting the system, its operator, and the agents of surveillance, to discipline in accordance with the rules of the normative community whose behavior codes have been violated. Thus, for example, the series of attempts to construct universal monitoring systems as a response to the United States' "War on Terror" produced strong adverse popular reaction in the U.S. to some of those efforts and resulted in the formal withdrawal of the more controversial programs. 63 As well, the recent attempt by the United Nations to construct systems of global ordering of multinational regulation based in substantial part on ¨transparency¨ and reporting regimes grounded in international human rights norms, was abandoned in the face of substantial opposition from large institutional (state and corporate) actors. 64 Yet, those very systems of transparency-directed toward investor and public regulatory communities and their interests-have become an accepted normative framework for multinational regulation through "voluntary" codes of corporate social responsibility. tend to be most important within the communities from which they arise. And all tend to be subject to patterns of interpretive engagement in accordance with the values and rules of the communities in which they are effective. Surveillance substantive normativity, at its most effective, must reflect the overarching behavioral constraints of both the communities within which surveillance arises and within which surveillance is targeted. Where the normative constraints differ, surveillance must be adjusted to fit within the common restraints and beliefs of both. Thus, the greater the number of communities affected by systems of surveillance, the greater the number of likely normative constraints for uniformly applied systems. Alternatively, surveillance must be divided and adjusted to suit the constraints of each. But this raises the costs of surveillance and might increase the variability of information gathered or its utility.
But substantive surveillance normativity also suggests the possibility that surveillance, and especially its technologies, themselves can affect norms.
66 This is especially the case, for example, with respect to social issues and public perceptions of the realities of social ills. Take, for example, the phenomenon of sexual predators. "Although many people believe that the frequency of sex offending is increasing, there is little convincing evidence that this is, in fact, the case. . . . In the 1990s, in an era dominated by technologies of control and risk assessment, many people have called for greater surveillance of these offenders, including electronic monitoring and other such devices." 67 But surveillance systems and the information that it produced may well have facilitated a change in attitudes which in turn made it easier to impose substantially harsher restrictions on the living arrangements of convicted sexual offenders. 68 More recently explored is the way in which surveillance systems tied to the development of measures to judge the relative quality of U.S. legal education (and 66. This insight is not limited to surveillance. Thus, for example, administrators in Meiji, Japan are said to have understood that "[s]ocial institutions such as technology embody their own worldviews, and once you have adopted a technology, it has an impact on your values. Having accepted the inference that Western technology would bring Western values in its train, some of the more radical Japanese reformers argued for a complete Westernization of Japan in order to save the country." John H. Berthrong, Transformations of the Confucian Way 176 (1998).
67. Mike Hough et al., Penal Populism and Public Opinion: Lessons from Five Countries 129 (2003) ("The latest proposal is to employ the Global Positioning System (GPS) to monitor the location of offenders with convictions for crimes of sexual aggression involving children, and is being used in some jurisdictions in the United States and is being considered in the United Kingdom.").
68 law faculties) have tended to act on those institutions and faculties. 69 The measures themselves were originally (perhaps) derived from normative assumptions outside the system of monitoring or information harvesting itself. 70 These quality measures then took on a life of their own.
71 "Rankings have clearly changed how legal educators make decisions about how resources are allocated."
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B. Implementation Surveillance Normativity
If substantive surveillance normativity suggests conformity of technique with the norm systems of the community in which it is deployed, implementation surveillance normativity suggests the normative assumptions shaping approaches to surveillance itself. It embraces not merely behavioral constraints generally understood, but also behavioral assumptions relating to the shape and content of surveillance itself. In addition, surveillance normativity shapes the assumptions about appropriate responses to surveillance by the population monitored as well as by the monitors.
Thus, the focus in this respect is on the nature, character, and scope of appropriate surveillance and the relationship of the community to monitoring. This implicates what in American jurisprudence is known as "privacy," "whistle blow- 69 . See generally Espeland & Sauder, supra note 56, at 1-40. 70. For an interesting discussion in an "as applied" context, see the methodological analysis put forward by Brian Leiter, a legal academic who has made a name for himself as a harvester of facts and manager of knowledge, molded into judgments about both the "rankings" of law schools and the characteristics of law faculty that underlie such judgments. Leiter uses a number of information clusters to elaborate his judgments. See generally Brian Leiter, Brian Leiter's Law School Rankings, http://www.leiterrankings.com/new/index.shtml (last visited Sept. 7, 2007). The search is always for "facts," objective measures. But facts and objective measures invariably descend into the symbolic, or the proxy measure. For example, in the search for a listing of rank based on scholarly impact, Leiter chose as an objective measure citations to work in a particular database owned by Westlaw, an online law source. See Brian Leiter, Top 35 Law Faculties Based on Scholarly Impact (Sept. 1, 2007), available at http://www.leiterrankings.com/faculty/2007faculty_impact.shtml. But citation rates are not a measure of scholarly reputation, the reader is almost immediately informed. It is, instead, its proxy. Id. Although "we might identify six kinds of phenomena at work here which skew the correlation between citation and quality," the result is still useful. Id. The reason is simple: "an imperfect measure may still be an adequate measure, and that is almost certainly true of citation rates as a proxy for impact as a proxy for reputation or quality." Id. Even were this not true at the beginning, as people conform their behavior to the measure, and their understanding of quality to this system, then the measure itself becomes the thing (quality) itself.
71 ing," and "corruption." 73 The focus is also on the extent of an obligation to be open (transparency) or to affirmatively seek information (monitor) as inherent in the assumptions about the relationship of institutions to their stakeholders (from shareholders, employees, directors, and investors to customers and others). 74 Two movements are worth noting in the construction of the boundaries of surveillance normativity, each of which has significantly altered the framework within which surveillance normativity is understood. The first involves the relationship between surveillance normativity and the organizations/communities/institutions that are the loci of surveillance. That relationship, in the United States, has changed substantially from one based on passivity-that is on the obligation to monitor only after provocation-to one based on an active principle-that surveillance is an essential component of any normative system. Surveillance normativity is grounded in the belief that law is not self-enforcing. Those subject to the obligations of law must be made to obey positive commands, and prevented from shirking their duty to comply with negative obligations (the obligations to refrain from doing). Those subject to such obligations are no longer presumed to do so unless evidence to the contrary is produced. And that compulsion no longer comes at the point of a gun or in the uttering of individual representations of the legitimate authority of the state. Instead, it comes through the gaze; systems of constant observation combined with a self-awareness of being constantly observed that together coerces a particular set of behaviors tied to the character of the observation. Thus, for example, fake Closed Circuit Television (CCTV) cameras around a building may be as effective a deterrent as real CCTV cameras and produce the same behavioral response.
Compliance, then, is a function of both observation and the knowledge of being observed. In some important respects, law is a function of surveillance, that is, the focus of law is on the organization of surveillance, and its application. Law in this sense can be understood as a framework for surveillance, understanding surveillance as information gathering, assessment, and judgment. In the field of corporate regulation in the United States, this foundational normative turn is 73 . See, e.g., Terance D. Miethe, Whistleblowing at Work: Tough Choices in Exposing Fraud, Waste, and Abuse on the Job 36 (1999) ("As a method for detecting and exposing misconduct in the workplace, whistleblowing has no rivals. Alternative methods are simply incapable of achieving the continuous monitoring and insights into organizational practices that are provided by employees themselves. In contrast to other methods of control, whistleblowers provide surveillance and monitoring in all organizations and are better situated in the organizational hierarchy to ask questions to build a solid case against offenders.").
74 We hold that Caremark articulates the necessary conditions predicate for director oversight liability: (a) the directors utterly failed to implement any reporting or information system or controls; or (b) having implemented such a system or controls, consciously failed to monitor or oversee its operations thus disabling themselves from being informed of risks or problems requiring their attention. In either case, imposition of liability requires a showing that the directors knew that they were not discharging their fiduciary obligations. Where directors fail to act in the face of a known duty to act, thereby demonstrating a conscious disregard for their responsibilities, they breach their duty of loyalty by failing to discharge that fiduciary obligation in good faith. Compliance programs are established by corporate management to prevent and to detect misconduct and to ensure that corporate activities are conducted in accordance with all applicable criminal and civil laws, regulations, and rules. The Department encourages such corporate selfpolicing, including voluntary disclosures to the government of any problems that a corporation discovers on its own. However, the existence of a compliance program is not sufficient, in and of itself, to justify not charging a corporation for criminal conduct undertaken by its officers, directors, employees, or agents. Indeed, the commission of such crimes in the face of a compliance program may suggest that the corporate management is not adequately enforcing its program. 
Bribery Convention
79 is perhaps a case in point. In that context, compliance monitoring serves to discipline conduct and refine the normative context in which monitoring occurs. 80 The second movement involves the relationship between implementation surveillance normativity and individuals. It is perhaps best understood in the context of the rise of a social "duty of loyalty" 81 at every level of the social order (acting for the benefit of the organization rather than for personal benefit) and the consequential focus on "corruption." In the public lending arena this is marked by a move to impose systems of surveillance for government officials. The World Bank's well-publicized programs provide a useful case in point. 82 Efforts at self- Countries' enforcement of these measures is systematically monitored to ensure that these instruments are being implemented effectively. This international, mutual evaluation and the peer pressure it has generated over the last decade have stimulated and guided governments to take concrete action to promote integrity in the corporate sector, prevent corruption, and investigate and prosecute cases of foreign bribery. Id. at 8. This culture of transparency is reinforced through a series of public mechanisms, including the production of annual reports on compliance that tend to reinforce the norms privileged in the reports. See, e.g., Org. In the German constitutional context it suggests a limitation of authority and action-one must act in fidelity to the federal system of which one is a member, "the constitutional duty that the components of the Federation maintain fidelity to one another as well as to the larger whole, that the Federation maintain fidelity to the component parts, and that they all reach mutual understanding." Id., at 757 (citing BVerfGE 1 (1952), 299 (315)). In the context of surveillance norms, it suggests that one must do the same within the institutionalized community in which one is operating-be it company, church, association or state.
82. On the World Bank's anti-corruption programs and its relationship to surveillance, see World Bank, Anti-Corruption Toolkit 6, 214-19 (2001), http://www.worldbank.org/public sector/legal/aclawissues.pdf. regulation and structured public/private partnerships thus seek to naturalize a norm set in which surveillance serves as the expression of normative frameworks for behavior in economic enterprises.
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The transnational and cultural elements of surveillance are apparent. "At its broadest, information serves in the development and influence on (in totalitarian regimes control of) political, social, economic, and other aspects of culture (that is information gathering has normative consequences well exploited by the state)." 84 At the same time, "states have sought to privatize information gathering for its own use in the disciplining of social organization." 85 Simultaneously, private institutions seek to reproduce the systems of surveillance either for their own benefit or because they have been compelled to do so for the benefit of a superior institution (usually the state). The distance between public and private becomes more narrow. The characteristics that distinguish the operation of one from the other become less clear. The ability to discern the different fields in which each operates and the different constituencies each serves, becomes harder to identify. What was once relatively unconnected becomes connected through the medium of surveillance. The rule becomes the observable for states as well as for other communities.
III. Surveillance as Informatics: Building Blocks of Power/Knowledge
It is in its aspect as the cluster of behaviors we commonly refer to as "informatics" that most people understand surveillance. Surveillance as information suggests a neutral, mechanical, and systems approach to material that already exists. It also suggests a managerial relationship between information and its subject. Surveillance in this sense serves as both the resource and the mechanics of its 83. In the case of World Bank anti-corruption efforts the techniques of surveillance were developed through the Voluntary Disclosure Program (VDP):
which was publicly launched on August 1, 2006. Under the VDP, participants commit to: (1) not engage in misconduct in the future; (2) disclose to the Bank the results of an internal investigation into past bad acts in Bank-financed or supported projects or contracts; and (3) implement a robust internal compliance program monitored by a Bank-approved compliance monitor. Participants pay the costs associated with almost every step of the VDP process. In exchange for full cooperation, VDP participants avoid debarment for disclosed past misconduct, their identities are kept confidential, and they may continue to compete for Bank-supported projects. harvesting. Surveillance, in this aspect, is farming. It accords nicely with the managerialism that has characterized the movement toward bureaucratized governance apparent since the time of Max Weber, in its most sinister aspects.
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Informatics involves three distinct sets of actions: data identification (raw information), the practice of data collection (structure and properties of information gathering-knowledge production), and data uses (drawing conclusions from information-judgment function). These three foundational forms of action both define the boundaries of surveillance informatics and suggest its principle variables. These variables consist of (1) data itself (raw information); (2) systems of processing data collections into information useful to someone; (3) systems of evaluating information; and (4) systems of disseminating or communicating information after evaluation. Thus, as informatics, surveillance presents a host of variables grounded in data, on the one hand, and systems, on the other. But surveillance informatics is not concerned with issues either of the identity or character of the recipient of information (issues of to whom is information delivered beyond the person or entity producing the information) or the identity or character of the person or entity that may make use of the information.
A. Data Identification
Data identification is, on the surface, the easiest marker of surveillance. This is data management at its most raw. It seems simple enough. Data are facts, occurrences, events, or something else that can be recorded, observed, experienced, stored, and retrieved. Yet, data identification is conceptually pregnant with normative and governance significance. The identification itself suggests normative assessment. And the choice of one set of information or data, over others, also suggests normative value. 87 Consider something straightforward, like the decennial census required under the United States Constitution. 88 [R]esponds to the demand for action on governance in developing countries. . . . The assessment will form the basis for a medium-to long-term strategy for building capacity in governance diagnostics and monitoring. The initiative aims to assist developing countries by strengthening their statistical, survey data and analytical capacity, by increasing transparency and access to information using also IT technologies, and by improving the quality of information on governance issues for both Government and civil society generally. First, related to the problem of the constitution of data (as fact or judgment) is the problem of shifting understanding of the characteristics of facts constituting the data. Science provides a useful example. In collecting data on planets-are data on Pluto to be collected? The answer used to be yes; the current answer is a qualified no. 94 The celestial body has not changed characteristics, but its quality as data has changed.
Another problem is data source. Where the data source has an interest in the construction and production of data, the data themselves might be corrupted. An example is data collected on factors indicating the success of the Cuban Revolution by the Cuban revolutionary government. 95 The constitution of data thus is directly influenced by the normative framework within which data are themselves constructed. Even the most basic data can be contested to some extent or reflect the contextual basis in which they are "seen" or understood to constitute "raw data."
B. Data Collection
The construction of systems for data collection, like data identification, is more complicated than the simple implementation of methods of collection. Structuring information gathering, and the properties of that structuring, implicates the production of knowledge. But the production of knowledge is itself embedded within the cultural matrix in which it operates, even as it contributes to the production and maintenance of that matrix.
96 Surveillance works to provide the "data" serving as a basis of socially constructed belief, and on that basis on the confirmation of the belief, which is a function of the construction itself. 98. An excellent recent example of this issue arises in the context of the regulation of corporate activity. Under traditional surveillance regimes, economic entities are usually required to report only financial data. But that privileges a view of corporate activity centering on its economic performance as measured by the data to be supplied. Where additional data are collected-for example on entities' social and environmental activities, the focus of both reporting and corporate conduct may be af- Title III are necessarily applicable to this case. We recognize that domestic security surveillance may involve different policy and practical considerations from the surveillance of 'ordinary crime.'. . . Given these potential distinctions between Title III criminal surveillances and those involving the domestic security, Congress may wish to consider protective standards for the latter which differ from Each of these factors affects the character of the information to be produced, the aggregate shape of the data collected, and the likely shape of the "outcomes" of harvesting for whatever judgment is to be made or whatever sets of behaviors are to be applauded or condemned. The determination of scope, focus (inclusion and exclusion), capacity, and framework, affects the way in which the monitor and monitored approach a valuation of appropriate behavior.
C. From Data to Information Evaluation
Related to recognition and collection issues are use issues relating to data (judgment). Identification and production serve as the foundation for utility, for the use of knowledge. This is the power of power/knowledge.
102 Data are inert until used. 102. The information management field is well aware of this insight that has yet to penetrate law to any useful extent. "In the past, systems for business have focused on selected data within a certain context to produce information. A better approach is to take information accompanied by experience over time to generate important knowledge. In addition, knowledge that is renewed and enhanced can be a creative source to outmaneuver competition." Robert J. Thierauf, Knowledge Management Systems for Business vii (1999). The author, for example, constructs a hierarchy of knowledge that effectively applies the knowledge/power dynamic. Data are identified as "[u]nstructured facts," information as "[s]tructured data useful for analysis," knowledge is described as "[o]btained from experts based on actual experience," wisdom is defined an "[a]bility to judge soundly," and truth is understood as "[c]onformance to fact or reality." Id. at 6.
103. But recall that data themselves can also constitute a product of judgment, that is, data themselves itself represent a judgment about what constitutes a "fact" or discrete data. See discussion supra Part III. A.
104. See discussion infra Part IV. D.
Use issues revolve around the problem of the conversion of data into information. This suggests that there is a two-way relationship between data-its aggregate construction and the purposes/principles to be furthered by the surveillance exercise. Use problems are grounded in issues of sufficiency, each of which affects capacity in different ways. These include:
(1) Verification: confirmation, corroboration, and confirmation of a condition, effort, or authenticity of assertions. Verification, for example, was a primary use objective of information gathering in Iraq before the U.S. invasion in 2003. 105 (2) Management: assessment or basis for making decisions touching on the organization, staffing, and internal operation of the entity. Information gathering for use in employee evaluation, for example, or for the evaluation of any product, system or condition touches on the evaluative function of information.
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(3) Exposure: disclosure, transmission, dissemination, or privileging of particular facts going to issues of fundamental importance to the operation or management of the entity. Exposure of wrongdoing may provide the basic objective of information and its use-for example littering, drug use in parks, or sex in public bathrooms. 107 Compliance with obligations has been an increasingly useful objective of information gathering on the behavior of multinational corporations by non-governmental organizations and other informal monitors of enterprise activity. 109. Certifications, affirmations, and other swearing mark the principal documents used to register securities, to periodically report on the financial status of the registrant, and especially under the provisions of the Sarbanes Oxley Act, to attest to the financial condition of the company and critically, under Section 404 of the Sarbanes Oxley Act, to attest to the functioning of the internal Lastly, data harvesting implicates surveillance system issues. There is an objective element-touching on the sufficiency of data generated-and there is a relational element-focusing on the relationship of information put together from data generated related to the judgment to be made. It also looks to the connection to principles/purposes to be furthered. In this aspect, data harvesting intersects with issues of surveillance normativity. This is especially the case where issues of legitimacy of methodology arise.
(4)
Confession
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D. Dissemination of Information
Information utility requires a system for the useful harvesting of data. That requires turning data into information suitable for a particular purpose. But surveillance has an active as well as a passive element. That active element requires broadcasting of information to an appropriate range of recipients. Information is power not merely for the persons collecting data, or for those charged with its evaluation, but also for those who receive data or its products and can act on the basis of the information received. Information is, in this sense, a commodity with a certain value. That value may depend on its scarcity.
The information hierarchies and power relationships implicit in the system of secret information nicely illustrates the relationship between information and its dissemination.
111 It also suggests the multiple layers of surveillance informatics described in this part. Data, information, and the power to evaluate information are objects of power. To be eligible for top secret clearance requires conformity to a set of exacting norms and behaviors, the reward for which is access to information that is itself a gateway to governance power. There is a positive correlation between status, power, and access to information.
The converse is true as well. Transparency has been an effective tool for democratization as well as for broadening the class of persons who might be able to system of surveillance from which data is drawn for both private purposes (participation by private stakeholders) and public purposes (regulatory control by the state .html (prescribing "a uniform system for classifying, safeguarding, and declassifying national security information"). The system is based on an acceptance of the idea that "[p]rotecting information critical to our Nation's security remains a priority." Id.
act on information. The efforts of non-governmental organizations-monitoring the behavior of multinational corporations and producing reports of their monitoring activities that are published in the media-have been a powerful method of regulating the behavior of multinational enterprises without recourse to law.
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IV. Surveillance as Control
The control aspect of surveillance is tied to the judgment aspect of knowledge production, but it also tends to change the understanding of knowledge. More importantly, it changes the dynamics of the harvesting of information for its use in producing judgment and control. 113 There is little in the private/public divide suggested by legal systems in the intervention of surveillance in the production and construction of knowledge. 114 Thus, monitoring regimes in the policing of securities markets have acquired a cross-border dimension as well as a fracturing of surveillance power between public and private entities. 115 In another context, the 112. Consider for example the work of the non-governmental organization, Transparency International, "a global network including more than 90 locally established national chapters and chapters-in-formation. . . . Politically non-partisan, TI does not undertake investigations of alleged corruption or expose individual cases, but at times will work in coalition with organisations that do." Transparency International, About Us, http://www.transparency.org/about_us. Transparency International is known for a number of indexes it publishes based on information it receives and processes on various aspects of corruption. These include the "TI Corruption Perceptions Index (CPI), first released in 1995, [and] the best known of TI's tools. It has been widely credited for putting TI and the issue of corruption on the international policy agenda. The CPI ranks more than 150 countries in terms of perceived levels of corruption, as determined by expert assessments and opinion surveys." Transparency International, Tools, Measurement, http://www.transparency.org/ tools/measurement. They also publish a Bribe Payors' Index. Hybrid public-private administration is widespread in mutual recognition regimes, which can involve the outsourcing of monitoring, certification, and assessment functions. For example, in the U.S.-E.U. 'safe harbour' negotiations over the recognition of privacy standards, the E.U. member states' data privacy authorities met with BBB OnLine, a private U.S. entity, to see how its certification works within the U.S. context. When European authorities became more comfortable with U.S. oversight mechanisms that involve private entities backed by potential enforcement by the U.S. Federal Trade Commission, they agreed to the transatlantic Safe Harbor understanding.
media are an industry with political implications, as well as reproducing culture, selectively representing the world, and selling goods and services. The media act in subtle, indirect, and direct ways as conduits of social control, surveillance, monitoring, and classification. They are a fundamental mechanism in active social control, i.e., the selective enforcement of norms through sanctioning in a network of communicants.
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These ideas are bound up in the concept of synecdoche. 117 Grounding action through surveillance in the notion that the part (observed) can represent the whole (whether or not observed) transforms the techniques of observation (data gathering) into performative and symbolic roles. It transforms the observed into a representation of the whole of the observable. And on that basis, it turns the observed into the basis for judgment. Judgment in this sense, is understood in its regulatory dimension. This is surveillance in its aspect as "power applied" to control. It invokes a distribution element as well.
The control aspect of surveillance can be divided into four substantive elements: (1) Who may determine what information must be produced and what judgment may be made from the information thus produced; (2) Who must produce information; (3) Who may make use of the information (who is the beneficiary of the information-direct and indirect); and (4) How can it be used-the heart of the regulatory aspect of this set of surveillance components. Each is discussed in turn.
A. The Power to Determine the Contours of Information Production
The question of control of information production and the normative basis of judgment has not been sufficiently studied, but the outlines of the problems for law and governance appear fairly clear. At the most parochial level, investing data harvesting with significance increases the power of the information gatherer and the institutions of data collection that the gatherer controls. 118 Control of the choice of data to be collected is the foundational power of surveillance. This power tends to affect not only the obligations of those under observation and the data gatherers, but also the parameters of conceptualization of the "issue" and its possible solution. In a sense, the choice of data is the basic building block of surveillance as a regulatory vehicle.
Consider an easy example-accounting principles. Generally Accepted Accounting Principles (GAAP) 119 and Generally Accepted Auditing Standards (GAAS) 120 provide a universe of definitions of the meaning of economic activity and the methods by which they may be conceived and reported, in line with a meta-conceptual system centered on the meaningfulness of financial statements. Control of GAAP has extraordinary effects on the way business is understood, and therefore on the way business is organized, and to some extent, on the way in which it may consider business decisions (at least with respect to their effects of the corporation's financial statements). Control of GAAP, in the United States, traditionally has been in the hands of the accounting profession. 121 In the European Union, the state has traditionally controlled the meaningfulness of data.
Since the enactment of the Sarbanes-Oxley Act, 122 the United States government has sought to take an increasing amount of control over the meaningfulness and judgment value of data from private self-regulatory groups. These shifts in control can have significant effects on the reality of business as presented through their financial statements. And control of that reality has normative political and economic effects. Thus, for example, a high priority between the United States and the European Union has centered on an attempt to bring control of GAAP into government hands and to seek to harmonize the meaning of those terms for the mutual benefits of both. 123 By controlling the content and methods of financial disclosure, government would also seek to control those actions which are to be encouraged and those which are not. In this way, the behavior of economic entities will be effectively controlled-by reference to the privileging and marginalization of behaviors represented in the systems of accounting disclosure, without the bother of controlling conduct through direct legislation. Control of the power to determine these standards thus has significant political effect.
The question of the nature of the judgment that may be made from the information thus produced is harder. This suggests a relationship between data and "policy." Data tends to be collected for a set of specific objectives in furtherance of a particular cluster of policy. 124 The choice of data collected, and the meaning extracted from that data, is grounded in this synthesis of data, objectives, and policy.
This would include the work of the International Accounting Standards Board:
The International Accounting Standards Board is an independent, privately-funded accounting standard-setter based in London, UK. The Board members come from nine countries and have a variety of functional backgrounds. The IASB is committed to developing, in the public interest, a single set of high quality, understandable and enforceable global accounting standards that require transparent and comparable information in general purpose financial statements. In addition, the IASB co-operates with national accounting standardsetters to achieve convergence in accounting standards around the world. International Accounting Standards Board, About IASB, http://iasb.org (follow "about us" hyperlink, then follow "About IASB" hyperlink) (last visited Feb. 
B. Assigning Responsibility for the Production of Information
Yet, the question of who must produce information is harder still. This implicates both the objects of policy and the power to organize institutions for the generation or harvesting of particular sets of data. In some respects the power to subject a person or entity, event, or occurrence to observation is as important as the power to choose among data to harvest. This is a power to impose a regulatory regime beyond the traditional juridico-legal regimes of traditional society on which state authority had been built.
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C. Who May Make Use of Information
Defining the classes of actors who may make use of the information (who is the beneficiary of the information-direct and indirect) presents additional difficult issues of law, policy, and governance. To a large extent, this is the question usually framed in terms of the objectives of the observation and the class of persons or things against which observation and reporting is necessary. Yet, this implicates power more than policy. The reference is not to the ordinary sort of power, understood as the exercise of legitimate political power, but to power understood as the holder of a control over data that is desired. That control can be held easily by a private organization that has access to information.
126
D. How May Information be Used
Lastly, the objectives for which information harvested may be used present the most difficult question. This last consideration forms the heart of the regulatory aspect of this set of surveillance components. The focus of the control issues in surveillance is bound up with the institutionalized systems through which data is produced and bundled as judgments-that is, as conclusions. It also is focused on the use of data to verify, manage, expose, or induce confession. The control element thus cen- 125. See generally Foucault, supra note 52, at 89-96; Foucault, supra note 32, at 195-228. 126. These might include rating agencies, including those who can obtain data that is already in circulation and those which can coerce data because of the perceived legitimacy of the gathering and judging that the organization produces. Consider in this sense the country assessments of both Amnesty International, http://www.amnesty.org, and of the International Monetary Fund, http:// www.imf.org. ters on the system aspects of surveillance. This system aspect forms the most visible basis of the regulatory function of surveillance. Systems reify control based on the elements of information gathered and judgments privileged on the basis of the values framework through which surveillance is elaborated. Content, technique, and discipline conflate and find expression through surveillance framework, thus providing the means for enforcing the regulatory ends of surveillance.
This control element has both an upstream and a downstream vector. The upstream vector encompasses elements of internal institutional control-that is, of self-control. The object is internal discipline. The beneficiaries of this form of surveillance are the internal stakeholders of the organization-employees and officers or organizations-or political subdivision-the bureaucrats and other staff that work for the apparatus of state. But the object also benefits external stakeholders closely associated with the organization-investors in the private sector and voters in the public sector.
The origins of the techniques and normative basis may develop at one or more levels. For example, it may be developed internally by the entity engaged in surveillance. 127 Or it may develop by the community of entities for which surveillance is meant to aid in internal governance and to discipline the community of entities into privileging a uniform set of norms reflected in the objects of surveillance and the data sets monitored.
128 It might also be developed by a superior pub- 128. The usual example is the trade associations to which members of a particular industry may belong, and which may, for the benefit of all of its members, collect data for private or public consumption. See generally Leonard H. Lynn & Timothy J. McKeown, Organizing Business: Trade Associations in America and Japan (1988). In this light, consider the National Retail Federation, which "is the world's largest retail trade association, with membership that comprises all retail formats and channels of distribution." National Retail Federation, Home Page, http://nrf.org/ (last visited Feb. 28, 2008) . See also National Retail Federation, Mission Statement, http://nrf.org/ modules.php?name=Pages&sp_id=146&pmenu_id=1&mn_type=1 (last visited Feb. 28, 2008). Its associated NRF Foundation "conducts industry research, develops education and workforce development programs, and promotes retailing as a career destination." Id. The research includes industry benchmarks, demographic data, and public policy analysis. See NRF Foundation, Indus-lic regulatory community, 129 or by private regulatory organizations with influence over an important segment of the surveillance entity's business. 130 The techniques, scope, focus, and normative framework of surveillance will differ depending on the origins and control of the surveillance framework. Surveillance becomes complicated when an entity internalizes multiple, partial scope surveillance frameworks.
The downstream element encompasses elements of external control by/through others. The object is external discipline. The beneficiaries of surveillance in this form include a number of actors. One class of beneficiaries are political communities-home state, host state, local communities, and supranational communities. Control systems originate in statute. Another group of beneficiaries includes outside stakeholders, including labor, lenders, and trade creditors. Downstream control systems originate in contract. The contract basis of observation permits the participation of a host of private actors. These include affinity groups, for example civil society and non-governmental organizations. The origins of the techniques and normative try Research, http://www.nrf.com/content/default.asp?folder=foundation&file=research.htm (last visited Feb. 28, 2008). The last is particularly interesting, as a group of "accurate statistical information that informs legislators, the media, and other decisions makers how their actions will impact consumers, retailers, and the economy." Id.
129. An example can be found in the various money laundering acts that have become a staple of regulation in many countries. These tend to impose on banks a substantial body of surveillance and reporting obligations with respect to certain financial transactions (but not all such transactions) to which the state gaze is turned. "In sum, anti-money laundering and terrorist financing initiatives have provided political impetus for many jurisdictions to increase the monitoring and responsibilities of banks, to exchange financial information with other countries, and even to allow tax authorities to access financial information reported for money laundering purposes. 130. Product certification programs, based on contractual arrangements under which corporations or other merchants may display a logo indicating certification of compliance with any one of a number of requirements with respect to, for example, the use of recycled paper products, or the payment of a living wage, verified through a program of self reporting and monitoring of compliance. For an example of the mechanics of product certification, see Fair Trade Certified, About Fair Trade, http://transfairusa.org/content/about/index.php. Fair Trade Certification "guarantees consumers that strict economic, social and environmental criteria were met in the production and trade of an agricultural product. Fair Trade Certification is currently available in the U.S. for coffee, tea and herbs, cocoa and chocolate, fresh fruit, flowers, sugar, rice, and vanilla. TransFair USA licenses companies to display the Fair Trade Certified label on products that meet strict international Fair Trade standards." Id.
basis of this form of surveillance may develop at one or more levels, in a manner that parallels that in upstream disclosure.
An issue common to both upstream and downstream surveillance systems involves generation versus transmission. Both upstream and downstream surveillance systems distinguish between generation and transmission of information, either as "raw data" or "judgment." Not all data/information generated is transmitted. For example, data generated for internal management may not all be made available to government regulators. Not all data/information transmitted is redelivered in the same form or with the same content to different sets of recipients. For example, internal financial accounting systems may differ from financial reporting under Reg. S-X (SEC). 131 Moreover, not all data/information transmitted is generated from the same source. For example, in the securities industry, data generators may be different from data bundlers (analysts).
132 Lastly, both upstream and downstream surveillance systems distinguish between passive and active elements. This invokes the power element of surveillance. Active elements require information and may affect its meaning, content, and scope. Passive elements do not. Yet, both affect the substantive element of surveillance. Insiders seeking information for the attainment of management goals will understand data in a way different from insiders seeking information for the attainment of production goals.
V. Surveillance as Governance
"The proliferation of quantitative measures of performance is a significant social trend that is fundamental to accountability and governance; it can initiate sweeping changes in status systems, work relations, and the reproduction of inequality."
133 That idea, so well understood in the traditional social science literature, also has significant implications for political governance. Consider the complex of power issues involved in the construction of transnational transparency regimes of financial markets. World Bank "have found themselves drawn into battles with a range of transnational, multinational, domestic, and international authorities over the production of financial information and the diffusion of financial information."
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In this aspect, surveillance is felt as gouvernmentalité, a linking of governance with the techniques of its power.
135 Policing appears to have become a primary focus of governance. In this respect, the Sarbanes-Oxley Act ("SOX"), 136 for example, can be considered an excellent example of gouvernmentalité. It sought to legislate an architecture of corporate discipline, and from that discipline, to develop and impose substantive behavior norms tied to the forms of externally imposed self-discipline. 137 That architecture of corporate discipline-essentially hierarchical, continuous, and integrated within the core of the institutional governance architecture, 138 like Jeremy Bentham's Panopticon, 139 defines a structure of information gathering centrally focused on corporate directors who are required to "see" everything. Yet these seers are themselves "seen" by the ultimate regulator. That ultimate regulator, the federal government, selects the data to be gathered, 140 deploys corporate outsiders to monitor internal surveillance efficien- 140. Thus, the focus of securities law tends to gravitate to the nature and quality of disclosure as a proxy for the underlying values such disclosure represents. Disclosure-the techniques of the gaze, substitute for the traditional formal concentration on substantive outcomes. Surveillance becomes the means of governance and law serves as its mechanics. An excellent recent example is cies, defines the boundaries of effective analysis (that is of analysis with legal effects), and selects the judgment to be made from certain clusters of information, but not from others.
141 Corporate insiders, like Bentham's theoretical prisoners, can most effectively and economically "always feel themselves as if under inspection, at least as standing a great chance of being so."
142 Yet, at the same time, "the emerging matrixes of surveillance and control, more clearly revealed and articulated by SOX, also reveals something far more significant: A shift from a market to a governmental system for developing behavior norms within firms and for disciplining actors who violate those norms." 142. Bentham, supra note 139, at 43. "What is also of importance is, that for the greatest proportion of time possible, each man should actually be under inspection. This is material in all cases, that the inspector may have the satisfaction of knowing, that the discipline actually has the effect which it is designed to have: and it is more particularly material in such cases where the inspector, besides seeing that they conform to such standing rules as are prescribed, has more or less frequent occasion to give them such transient and incidental directions as will require to be given and enforced, at the commencement at least of every course of industry." Id. at 44.
143. See Backer, supra note 55, at 331. vernacular of street architecture to shape rational behaviour by empowering security-conscious subjectivities." 145 Regulation presents itself, in its new form, as an inversion of traditional regulation. Law is not supported by surveillance as a mechanics of enforcement. Instead, the mechanics of enforcement are supported by law that serves as the mechanics of surveillance as a substantive pronouncement. Law, as surveillance, is thus transformed into judgments derived from what is chosen to be observed, recorded, analyzed, packaged, and constituted as reality, which produces legal, social, political, and economic effects. One encounters here regulation beyond the state and beyond politics.
Gouvernmentalité also serves as a bridge between surveillance as technique and the systemic replication of private desire in collective action. In this aspect, one focuses on the consent of the actors in systems of surveillance used to reinforce or articulate normative systems of power and behavior. "Governing people, in the broad meaning of the word, governing people is not a way to force people to do what the governor wants; it is always a versatile equilibrium, with complementarity and conflicts between techniques which assure coercion and processes through which the self is constructed or modified by himself."
146 Thomas Lemke 147 notes that "the analysis of gouvernmentalité does not only take into account 'breaks' or 'gaps' between program and technology, but also inside each of them-viewing them not as signs of their failure but as the very condition of their existence." Thus, "government refers to a continuum, which extends from political government right through to forms of self-regulation, namely technologies of the self."
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Gouvernmentalité can thus also be understood in its Aristotelian sense, as a necessary self-replication of normative understanding and techniques from out of the individual to the collective. 149 A full array of issues commonly understood as democratic accountability and democratic action are also bundled in this regard. These may be understood as norms and procedure and touch on issues of who ought to compel surveillance, who may be monitored, the complications of self-surveil-lance, the connection between monitor and monitored, beneficiaries along the stream of conveyance of data/information from construction to broadcast, and political power and democratic accountability (that is of private recourse to the normative framework of public accountability). Indeed, the techniques that constitute surveillance empower political action against the apparatus of political authority in states, as well as enabling that power to extend its reach. It has been used as both a method of participation in and of resistance to governance. For example, the control of crowds and mass protests through the techniques of surveillance has been met by evolving techniques of resistance based on the same techniques deployed to control crowds. 150 The techniques developed for crowd control-and thus for the control (or management) of political expression acceptable to the governing ideology (whether democratic, Marxist, theocratic, or otherwise) have been adapted by those who seek to resist that control. 151 Likewise, global NGOs have used surveillance and disclosure as methods of enforcing corporate regulatory regimes between multinational corporations, like Gap, Inc. and its global suppliers.
152 Surveillance thus sharpens and disperses regulatory power in new ways. And individual participation is both broadened and made more complex.
Ultimately, surveillance here in its normative/regulatory guise confronts the issues: Is there an ideal from which deviations can be judged? And at what point is deviation severe enough to merit discipline and correction? The answer increasingly appears to be no . . . and yes! There is a diminishing likelihood that a single ideal will serve as the basis for constructing the fact set from which deviation ought to be judged. However, as governance systems fracture and governance power seeps from political to ethnic, economic, religious, and affective communities, which together form multi-layered and networked communities, it is likely that the techniques of surveillance will serve as the connection between individual self-constitution and the constitution of governance systems in its substantive and disciplinary aspects. 151. "This is accomplished by 'comms affinity groups,' which are collections of technically savvy activists who are responsible for intelligence gathering and information dissemination during protests." Id. at 169. Observation and communication is accomplished by the fusion of a variety of technologies: "two-way radios, cell phones, the Internet, radio, and word of mouth. During the RNC, comms groups relied on cell phone text messaging to an extent previously unrealized during highly anticipated mass mobilizations." Id.
152. See Backer, supra note 108.
VI. Putting it all together
Surveillance, understood as an aggregation of techniques, values, judgments and relationships, thus acquires a complexity belied by the traditional singleminded, state-centered, democratic-value-enhancing "model" of surveillance as mere technique, that is, as "mere means." Surveillance has leaped the borders of the private and soft law (culture, mores, morals) within which it had been confined. The techniques now serve not as a proxy for or enhancement of governance, but as governance itself. Within the public sphere, that is the sphere of political governance, the consequences are significant, especially for law. In a surveillance governance culture, the relationship between law and surveillance is inverted. While traditional political communities assumed surveillance as a means to the enforcement of law, in the emerging surveillance culture law is the means through which surveillance is enforced. Law no longer serves its traditional function either as an organic repository of the regulation of a political community or as the positive expression of the will of the political community as legitimately enacted through its representatives in government. 153 But law is also separated from surveillance in the emerging culture. Surveillance is fractured and partial, engaged in by every organ of public life and implemented through individual action, whether or not people are acting in an individual or representative capacity. States have privatized information gathering, 154 international organizations seek to base a new international legal order on surveillance and self-monitoring, 155 and private entities seek to utilize monitoring and self-monitoring regimes as a basis for economic and social regulation of relations between themselves and their various factors of production. 156 Separated from the institutions of political communities in its social aspects, surveillance has become naturalized within the social culture. It is becoming the means through which law is expressed. And from this, surveillance has produced a fracturing of power, even as it has changed the nature of law. Foucault's prediction that power and law would be expressed in different ways in a world that has been able to move beyond symbolic utterance to surveillance, that is, would be expressed through technique, is coming to pass. Thus, surveillance serves as an expression of the apparatus of the constitution of the community observed. It helps solidify a "closed system, internally complete; yet . . . also [one that] communicates, as a system, with the public national and supranational legal systems through which it may sometimes find expression, and that may serve as sources of norms." 158 But the unbundling of surveillance as these clusters of actions and judgments among multiple overlapping and sometimes conflicting closed systems (political, social, economic, national, and transnational communities) provides evidence of the emergence not only of techniques of governance, but of the complicity of self-governance and the proliferation of forms of governance beyond both the state and political frameworks previously privileged. 159 For example, multinational corporations serve as the locus of a non-state regulatory power. In my earlier work, 160 for example, I sought to sketch out the way in which fractured and networked non-state power is coalescing into functionally differentiated, porous yet autonomous units of governance beyond the nation-state.
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"There are four principle [sic] actors: (i) corporations and other enterprises; (ii) elements of civil society, primarily the great global economic and human rights nongovernmental organizations (NGOs); (iii) media; and (iv) consumers of the products of the corporations, civil society actors and the media, including consumers, customers, the investment community and financial markets. These actors have fundamentally adverse interests, are each dependent on the other, and derive authority from their respective interactions." 162 This regulatory system is grounded, in large part, on surveillance among the actors in the closed system. 163 The surveillance is internal to the multinational corporation and its principal constituencies (investors and consumers), 164 and also exists as overlapping circuits of observation between the principal participants in this regulatory matrix-multinational and supplier, 165 supplier and non-governmental organization, 166 non-governmental organization and the media, 167 and each of these actors and the state and international political organizations. 168 Governance surveillance thus constitutes both a reproduction of individual governance 169 and a technique of power. Governance surveillance is thus now 163. The basic system characteristics include: "(i) an essential role of private law through contract; (ii) transparency, disclosure and its use by elements of civil society; (iii) a connection between civil society and media; (iv) a connection between media and public, consumers, public law enforcement institutions; and (v) a connection between public and internal corporate investigation and sanction apparatus." Id. at 1752.
164. Because of the importance of these actors, and the reactive nature of their role in the system, the control of customer/investor/markets information is critical. This comes as no surprisemodern securities markets are based on the importance of markets for information. Information management becomes as important as development, implementation and enforcement of behavior norms through contract. Id. at 1760.
165. The basic structure of coercive surveillance-self monitoring, reporting, and monitoring from outside with respect to those matters identified by the multinational corporation, are contained in the contract between the multinational and the supplier. The contract, in this respect, constitutes the institutional relationship between the entities on a basis far more extensive than merely economic. It contains social and political dimensions as well, the functioning of which is a function of surveillance and response systems. In the case of Wal-Mart, those norms are embodied in the contract and the "Standards for Suppliers." See id. at 1754-56.
166. "The most visible role of civil society is to monitor compliance with both public law and the contractual obligations of multinational with its stakeholders. In the context of supplier agreements, this requires monitoring the factories with contractual relations with Wal-Mart. Monitoring is difficult and expensive." Id. at 1758. This monitoring is accomplished both by interviewing the actors and otherwise obtaining information that must be disclosed to public shareholders and other constituencies.
167. The media serves as a critical factor in the effectiveness of private monitoring. And it serves as the most efficient means of communication among all of the actors within the private regulatory system. It is also a player in its own right, achieving substantive results through its power to choose among items of information for publication. Id. at 1749.
168. These political entities produce their own forms of regulatory surveillance, discussed above, applicable especially against a pubic corporation whose securities are registered in the United States, like Wal-Mart. See id. at 1741.
169. Aristotle, The Politics of Aristotle (Peter L. Phillips Simpson trans., University of North Carolina Press, 1997). Recall that Aristotle laid the modern foundation for a theory of state based on reproduction of governance from the lowest and least significant grouping in society (the family) through the grandest empire. See id. This methodology of embedded replication of cultur-structured within both public (law) and private (contract) relationships. The objects of these systems are both states and non-state actors, each of which may be compelled or encouraged by a variety of actors and stakeholders.
As a consequence, surveillance has become ubiquitous, a mirror on self and social organization, a reflection of the techniques and self-constitution of power, and an expression of normative values which bound those communities thus constituted. Again, the autonomous supplier chain contract based system of large multinationals provides a window onto the character of this consequence.
Wal-Mart gets the best of both worlds-it purchases low cost supplies until the cost of the supplies includes a dip in economic goodwill, at which point Wal-Mart sanctions its supplier. This repairs the damage to Wal-Mart's economic goodwill after it has received the benefit of low-cost supplies. It has externalized, to some extent, the costs of monitoring, by relying on the efforts of civil society. But civil society is better off as well. Wal-Mart is good for the business of civil society as long as Wal-Mart cannot perfectly manage its suppliers in accordance with its own standards. The media is better off as well. The dynamic relationship between supplier, multi-national and civil society generates information that can be packaged as "news." Production of this sort of news is profitable for media entities and reinforces the media's role as information gatekeeper and authoritative source of "facts." Non-traditional media (internet and other sources) also profit. Their ability to transmit information about multinationals from elements of civil society reinforces their own legitimacy and strengthens network ties between them and civil society organizations. The suppliers are better off as well, gambling that the imperfect process of inspection and audit will protect them. But ironically, even the workers are better off. The standards themselves, and the fear of enforcement, change the base-line for the treatment of workers across the board. 170 ally distinct patterns of governance is not confined to the West. Confucian notions of family, state, hierarchy, obedience and harmony also conflate (or assume a necessary replicating articulation) of a primal form across governance divisions whether formally constituted (the state) or informally constituted. See Berthrong, supra note 66, at 129-30.
170. Backer, supra note 156, at 1781-82.
Surveillance has morphed from an incident of governance to the basis of governance itself. It is both government (apparatus) and governmentality (its selfconception and complicity, the prisoner becomes his own keeper). In this sense, surveillance has become the new regulatory mechanism. And law is becoming its servant. And the state, either as the traditionally conceived apex of political order, or as the repository of large aggregations of power within an international state system, now serves as a (but not the) nexus point for the regulatory power of technique. It is in this sense that we can speak of the "death" of the "state" or the "rise" of a transnational political system, or the "death" of the public/private divide or even the construction of non-public autopoietic systems.
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I have suggested illustrations of these propositions. The examples I have drawn on suggest that surveillance governance has begun to form patterns of expression that merit additional study. Among the emerging patterns are municipal and formal surveillance. These systems appear to be distinguished by their formal public law based characteristics. They are grounded in law, and their formal aspects appear to have an upstream vector (surveillance proceeds from lower to higher authorities for the benefit of the higher formal, and legally constituted, authority) and are, as a function of their basis in law, coerced. Examples of this form of surveillance system might include systems of corporate regulation.
172 They acquire a global and transborder dimension in emerging global systems of voluntary corporate best practices and "social responsibility."
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Another emerging pattern of surveillance governance is transnational and informal surveillance. These systems appear to be distinguished by their informal, that is, functional, based characteristics. They are grounded in contract rather than in law and may have both an upstream and horizontal set of control vectors. They are sometimes coerced (in the context of contract obligations) but maintained through systems of surveillance incentives. Examples of such private transnational systems include supplier chain surveillance systems, like those founded on the social 172. While the focus of this article has been on American corporate governance, and specifically with the example of SOX, supra note 8, the pattern also appears in other corporate governance systems, principally those emerging in Europe. See Backer, supra note 50.
173. See supra note 65 and accompanying text for an example of the work of the OECD in this respect.
and economic relations between multinational corporations and their suppliers. 174 But in its more horizontal dimension include the rising systems of product certification programs 175 or private systems of performance evaluation, for example public and private global security firms and bond-rating agencies.
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A third emerging pattern of surveillance governance includes transnational and formal surveillance systems. These systems appear to be distinguished by their hybrid characteristics. They tend to involve public-private or public multilevel partnerships, grounded in both law and in contract, with downstream vectors (information proceeds from the greater legally constituted entity to the less formally constituted or public entity, for the benefit of both the disciplining of the greater entity but the benefit of the less formally constituted entity). Surveillance may be both law and contract based. These surveillance systems tend to focus on states as the objects of surveillance and public-private entities as the monitor. Examples might include the World Bank, especially in its anti-corruption and technical assistance programs. 177 It might also include the International Monetary Fund, especially its country surveillance programs and the surveillance elements of its conditional lending programs. 178 These systems all share something in common-the effectuation of broadly-based behavior aspirational goals with very specific and concrete application through regimes of monitoring, disclosure, observation, intervention, and open-textured stakeholder intervention. Information is used by the principals to the governance relationship but is dependent on the participation of multiple actors in monitoring, reporting and reshaping. Thus, the IMF's lending programs require the active participation of governments, business, civil society, and the media to create an open-textured, constant state of vigilance grounded in the norms that constitute the conditions to the loan. 174 . See supra notes 160-70 and accompanying text (looking at the example of the system set up by Wal-Mart).
175. 
Conclusion
"The policing of a postmodern world emerges as a complex set of visual and semiotic practices, an expanding spiral of mediated control."
179 Surveillance, what we are coming to understand as that complex of techniques and assumptions, is assuming a central place within this policing. And indeed, as this article suggests, policing is quickly replacing law (either organic or positive law) as the framework through which collectives (the state, the corporation, and religion, to name the most well-known actors) govern. This article has sought to unpack the complex characteristics of surveillance and to suggest the ways in which it has acquired normative significance. Surveillance is both shaped by the normative assumptions of the community from which determinations to harvest information springs and also shapes those assumptions in the act of harvesting. A society that chooses among items of information to be harvested reifies and privileges those forms of data and invests each with meaning that lead implicitly to judgment in which privileged information counts for more than the rest.
Even the concept of information is subject to interrogation. Much that passes for fact is judgment, which the act of harvesting is meant to reinforce. The descriptor "fact" or "data" is sometimes a veil used to hide judgments and objects hidden within assumptions and presumptions that together constitute the "thing" identified as "fact" or "data. 180 Concepts like "race," "ethnicity," and "religion" are perhaps more legitimately contestable "conclusions" or "suppositions" than they are concrete "facts" or "data." Yet a determination to "gather" information about each can follow only from a conclusion that such a thing exists and is bound by a certain set of characteristics. Likewise, the act of harvesting itself suggests the characteristics of the things harvested and confirms power relationships among those to be harvested, the harvester, and the holder of the data harvested. Information itself serves social, cultural, and institutional functions. Conversations about surveillance serve indirectly to suggest societal decision making on the meaning of language, the objectification of intangible conditions (and status), the characteristics of group membership, and the assignment of ownership of data. This data can now simultaneously serve social, political, and economic roles in the hands of both private and public actors who serve as informatics stakeholders. It follows that information and control function together as technique and as its framework. The control elements focus on the systems aspects of surveillance. Systems, in this case, are understood to encompass both the ministerial constructs through which surveillance techniques are structured and given effect, and the institutions that operate such systems. Information is power. That is well understood. But information farming is more power still. The control of those farming operations provides a source of power. It also provides a technique for controlling challenges to such power. The great contribution of twentieth century totalitarian systems to American democracy, perversely enough, has been its understanding of the utility of information as a means to power and its retention. The surveillance cultures of postrevolutionary Cuba 181 appear again in the interstices of the Sarbanes-Oxley Act. Control implicates governance. Surveillance suggests a new basis of governance-one that is not grounded on the old constructs of positive law imposed through expressions of the will of the community or its sovereign institutions. Instead, governance assumes a more complex form, one in which the traditional boundaries of community become much more fluid and porous, even as communities become more rigidly defined and differentiated. Yet, the caution sounded is worth remembering as this inquiry has ended. That caution ought to remind those who deepen and broaden surveillance regimes as the modern vehicle for regulation that this form of control may have significant effects on the nature and functioning of the American republic and on the nature of the relationships of individuals to each other and to the institutions that may assert some coercive power over their choices, outlooks, and positions. "By requiring citizens to live in glass houses without curtains, totalitarian societies deny their status as individuals and 'this transformation of a man from subject to object is experienced as shame.'" 182 Surveillance regimes, as law beyond the state, are here to stay. Their complexities, manipulability, and regulatory effects should not be underestimated. 181 . See Backer, supra note 127, at 921 n.7:
It is with some irony that one can access on the official website of the Marxist-Socialist government of Cuba the suggestion that the American government has attempted to create its own version of the revolutionary neighborhood committees for the defense of the revolution-Comités de Defensa de la Revolución. These committees were established by the Cuban government after 1959 to enlist citizens in the monitoring and reporting of their fellow citizens in the cause of the Cuban revolution, that is, against acts of counterrevolutionary terrorism. 182. Rosen, supra note 5, at 112 (quoting in part, Milan Kundera, Testaments Betrayed 261 (1995)).
